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The Internet Protocol (IP) is the fundamental of

Internet today, which has changed the world over
the past 30 years. The previous version of IP, version
4 (IPv4), was designed in the 1980s to handle a
maximum number of only 4.3 billion addresses at a
time when no one could imagine the rapid growth of
the Internet today. It is predicted that by the year of

2025, more than 30 billion devices will be connected

to Internet. Therefore, it was important that IP
version 6 (IPv6) was introduced to solve the problem
of address shortages: with the large address space
provided, IPv6 can assign every grain of sand on the
earth with an IP address. The vast address space
makes |Pv6 the ultimate choice for the Internet of
Things (loT) and 5G era.

|IPv6 not only resolves the address space problem, it
is also the basis for innovation and security of the
Internet. In 2016, the Internet Architecture Board
(IAB) stopped requiring IPv4 compatibility in new or
extended Internet protocols. In other words, new
protocols for the Internet would be optimized for
and depended on IPv6. This means that the IPv4

networks will stop evolving and updating. It also
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means that the IPv4 networks will be more

vulnerable to new security threats.

It is important for governments and operators to
start the transition to IPv6 to guarantee the
sustainability of the Internet, which is the foundation
of our digital economy today. Currently, most African
countries still lag behind the |Pv6 deployment.
Considering the large population in Africa and
limited IPv4 addresses distributed to the continent
(most of African countries have only tens of 1Pv4
address per 1K people, compared to 5,000
addresses/1K people in the US), this portends risks to
the sustainable development of Internet. At the
African Telecommunications Union, we are working
closely with regional and global partners like AICTO
and IPv6 Forum to promote the |Pv6 deployment in
Africa. This is in line with our mission of promoting
the rapid development of info-communications in
Africa in order to achieve universal access, and full

inter-country connectivity.

We should see that some countries in Africa has
released the IPv6 migration strategy. In July 2022,
Kenya published its IPv4 to IPv6 Migration Strategy,
requiring only devices with the |Pv6 capability to be
the type approved for use in Kenya (effective as of
July 2023) and encouraging |Pv6 Enhanced
innovations such as SRv6, loT, and network slicing.
With protocol innovations, we can provide
differentiated high-quality services compared to
traditional best-effort services. And with Al, we can
achieve fast provisioning and greater customer
satisfaction. In the 5G and cloud era, |IPv6 Enhanced

is fundamental to improving service experience.

This white paper presents the importance of |Pv6 to
regional digital strategies and provides global policy
experience. | encourage everyone to interact with the

White Paper closely and engage in conversations
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with colleagues and other stakeholders from the
industry so that they can understand the importance
and approaches for IPv6 migration and adoption.
This is critical to the continued success of the
Internet in transforming the lives of Africans. If we
can achieve the migration to IPv6, it will unlock new
opportunities to do even more with the Internet and

have even greater impact in Africa for the digital

future.
/ ) .?ﬂ N
John OMO

Secretary-General

African Telecommunications Union
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Preface Il (AICTO)

The wave of digitalization is changing the world
today. New technologies like the Internet of Things
(loT), could computing, 5G networks, and Artificial
intelligence (Al) bring us the "smart" lifestyle - all
those are based on the connected world with

Internet.

With more and more devices connected to the
Internet and the requirement of an intelligent
network that can bring better quality of service, we
need to migrate from the old version of the Internet
Protocol, IPv4, to its new generation, |Pv6. |t provides
not only larger address space, but also extensibility
for the future network evolution. IPv6 and IPv6
Enhanced technologies are the key to the stable
delivery of ubiquitous computing power, an
increasing number of connections and the enabler of
better and smart acceleration of digital

transformation.

The deployment status of the [Pv6 in the Arab region
is extremely unbalanced where few countries have
started the migration process. To support the Arab
strategy of the information society, AICTO actively

moves to help the regional countries to migrate to

|Pv6 to keep the pace of the global IPv6 transition
and not be left behind. For the two consecutive years
in 2022 and 2023, we held the Regional IPv6
Summits in Tunisia with stakeholders from the public
sector, private sector, civil society, and standards
bodies to discuss the policy and direction. This year,
together with the IPv6 Forum, we set up the Arab
|Pv6 Council to increase the |IPv6 deployment rate of
the Arab Region and minimize |Pv6 deployment

imbalance among Arab member states.

With joint efforts from our partners, we are happy to
release the 2™ version of the regional IPv6 white
paper: IPv6: Trends, Innovations, and the Way
Forward in the Digital Economy Era.

| believe this white paper will provide the most
updated vision of IPv6 in the region and give the
readers a clear idea about |Pv6 migration strategies

for a better connected world.

H.E.Mohamed Ben Amor

Director General, AICTO
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Executive Summary

The Internet has changed the world over the past 30
years. With the advent of new network innovations,
the world is becoming more connected thanks to

one protocol: the Internet Protocol (IP).

IP version 4 (IPv4) was designed in the 1980s when
no one could imagine the rapid growth of the
Internet today. It provides 4.3 billion addresses,
which 40 years ago was a huge number, but today is
far from enough to connect every person (7 billion)
and everything (50 billion or more). To solve the
address shortage problem, IP version 6 (IPv6) was
proposed. It provides 3.8*10A38 addresses, meaning
an |IPv6 address can be assigned to every grain of
sand on Earth. The vast address space makes |Pv6 an
ultimate choice for the Internet of Things (loT) and
5G era.

Providing more addresses is not the only advantage
of IPv6. It is also the base of innovation and security
of the future Internet. In 2016, the Internet
Architecture Board (IAB) stopped requiring |1Pv4
compatibility in new and extended Internet
protocols. In other words, new Internet protocols will
be optimized for and depend on |Pv6. Consequently,
IPv4 networks will no longer evolve or be updated,
and in turn will become more vulnerable to new

security threats.

To guarantee the sustainability of the Internet, which
is the foundation of today's digital economy,
governments and operators have initiated the
transition to IPv6 on a massive scale. Numerous

countries, including France, Germany, the US, China,
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and India, have released policies to accelerate IPv6
deployment. Not only does IPv6 provide a vast
address space, but more importantly, its scalability
and extensibility offer the possibility of enhanced
features. With protocol innovations, we can provide
differentiated high-quality services compared to
traditional best-effort services. And with Al, we can
achieve fast provisioning and greater customer
satisfaction. In the 5G and cloud era, |IPv6é Enhanced
is fundamental to improving service experience. It
allows IP networks to meet new requirements —
including high bandwidth and on-demand network
acquisition — with technologies such as industrial
digital private network, converged transport network
(with slicing), hyper-converged DCN, 10 Gbps

campus network, and more.

This white paper first describes the major role that
|IPv6/IPv6 Enhanced plays as a key enabler for the

digital economy and it being the only viable option

to support digital transformation and generate value.

To this end, we introduce the IPv6 framework
developed by the |Pv6 Enhanced Council that lays
out the blueprint for what an "IPv6-driven digital
transformation ecosystem" as a generic IPv6
framework should look like. We also outline the
main areas where this innovative Internet is likely to
have some impact and the opportunities it opens up
from two complementary IPv6 policy perspectives —
society-oriented and business/market-oriented —
where related policymakers can act in unison but
with different expectations and in response to
different needs. The instantiation and
operationalization of this IPv6-driven digital
transformation framework can help regional
stakeholders implement both Arab Digital Strategy
2030 and Digital Transformation for Africa
(2020-2030).

The white paper then explains the development of

IPv6 around the world and in the Arab and African
regions, drawing on consolidated publicly available
|IPv6 adoption statistics. As government policies play
a critical role in IPv6 deployment, we analyze the
experiences that various countries — such as France,
the US, China, India, Saudi Arabia, UAE, and

Kenya — have with industry policies. We then
provide a policy toolbox, based on those successful
experience, to help policymakers adapt their IPv6
migration strategies. This white paper also
introduces the essential role of the |IPvé Enhanced
Council in sharing experiences and both |Pv6
deployment guides and frameworks from regions
around the world through the regional sub-alliances,
with a special focus on the newly created Arab IPv6

Council.

Despite Arab and African countries currently having
a relatively low |Pv6 adoption rate, some of them are
gradually exploring the industrial application of IPv6
and |IPv6 Enhanced. The benefits and value created
are measured and assessed through business
scenarios that are of particular interest to operators
and their stakeholders, attracting very positive and
encouraging feedback. Some noteworthy case
studies are presented toward the end of the white
paper to pave the way for larger-scale deployment
of IPv6 and IPv6 Enhanced in the future in both the
Arab and African regions to support their digital

strategies.
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IPv6/IPv6 Enhanced as a Key
Enabler of the Digital Economy

Over the years, society has inevitably entered the era Governments must formulate IPv6 policies to help
of digital economy and realized that IPv6/IPv6 stakeholders across countries, regions (e.g., Arab and
Enhanced with unlimited capabilities is the only Africa), and sectors (both public and private) to fully
choice. IPv6/IPv6 Enhanced is a key enabler for and harness the "worldwide Internet revolution”.

the only viable option to support digital

transformation and generate value. This is because This revolution must allow every person around the

GDP growth is directly correlated to the IPv6 world to get an IPv6 address as a personal ID free of

deployment index1. According to this analysis, charge and be granted the right to access, benefit

|IPv6/IPv6 Enhanced deployments can create $7.3 from, and contribute to the Internet in an

trillion by 2025. As such, policymakers in regions end-to-end fashion, without any intermediary or any

where the |IPv6 deployment rate is below the world man-in-the-middle on the borders of the global

average should take IPv6 Enhanced seriously. digital economy. It will allow our network to meet

' Roland Berger, Global IPv6 Deployment Report 2022.
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new requirements — including high bandwidth and
Al-oriented and on-demand network service
acquisition — by using technologies such as
industrial digital private network, converged
transport network (with slicing), hyper-converged
DCN, and more. This also facilitates the ability to
trace cyber attacks and crimes, something that is not
possible for a shared IPv4 address. As such, IPv6/IPv6
Enhanced contributes to building trust and
confidence to meet the "secure and safe society"
requirement that a digital society places on the
|IPv6-based Internet.

Once people activate the |Pv6 addresses attached to
each of their personal devices (e.g., smartphones,
tablets, and other connected objects), those people
become "prosumers" (i.e., both providers and
consumers) of this huge worldwide open dataspace
by connecting (exchanging personal and professional
messages/data) with other people and transacting
with applications (e.g., banking, insurance,
entertainment, gaming, health, and education) that
support IPv6. This open dataspace becomes a
strategic data hub — with appropriate data
governance (ownership, provenance, sovereignty,
and more) — from which we can continuously derive
updated valuable knowledge (patterns, insights,
recommendations, actions, and plans of action)
thanks to various powerful data processing by Al/ML
algorithms. Such data processing can be locally
performed in an enterprise or even on a person's
smartphone if the service and associated
regulation/legislation in force require no external
transfer of data. It can also be performed on the
cloud for use cases and applications that are not
sensitive and involve little risk. The derived
knowledge can be made available and consumable

to serve various purposes, such as creating value and
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new markets, improving people's lifestyle, and
operationalizing and achieving Sustainable
Development Goals (SDGs) — such as the ones
defined within the UN's 17 SDGs and promoted by
the United Nations and by ITU Data4Good — in

some key practical areas.

Everyone is granted the right to access the global
Internet and become an active actor of the digital
economy. This requires moving away from the
current saturated IPv4-based Internet to an
|Pv6-based one characterized by unlimited
capabilities. Moreover, we must know that owning
this unique ID (IPv6 address) empowers everyone to
take part in the governance of the IPv6-based
Internet, hence becoming responsible and
accountable for its development and reputation.
Their behavior will, therefore, directly impact the

sustainability of the digital economy.
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The methodology adopted by the IPv6e Enhanced
Council was to first explore and analyze how the
advent of IPv6 and IPv6 Enhanced — as a major
evolution of the |IPv6-based Internet standard — will
foster the development and use of the Internet in the
digital economy. To this end, the IPv6 Enhanced
Council of the Global IPv6 Forum developed a
framework that emulates what an |IPv6-driven digital

transformation ecosystem should look like — we

briefly describe this framework here. Then we outline
the main areas where this innovative Internet is likely
to have some impact and the opportunities it opens
up from two complementary IPv6 policy

perspectives — society-oriented and
business/market-oriented — where associated
policymakers can act in unison but with different
expectations and in response to different needs.

Figure 1 depicts these two perspectives.
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Public sector

Leadership & Control

Policy makers, regulators,

auditors, institutions, academia,
citizens, civil society groups,
local/regional/federal governments

IPv6 policy-driven
digital transformation
ecosystem

(_LSta kehulders\j

Private sector

Leadership & Control

CSPs/MNOs, operators, ISPs,
enterprises, vertical players, SMEs,
startups, innovators, think tanks,
NGOs, and trade associations

L Influence and catalyzing efforts (including incentives) M

Figure 1 IPv6-driven digital transformation ecosystem

(a) The society-oriented perspective is under the
leadership and control of the public sector and its
listed associated stakeholders, with KPIs such as the
inclusive digital society agenda to empower people

and societies for sustainable development.

(b) The business/market-oriented perspective is

under the leadership and control of the private

sector and its listed associated stakeholders, with
KPIs such as short-term ROI, value creation, new

market opportunity, and business assurance.

Although both perspectives have their respective
agendas, roadmaps, timelines, challenges, and
readiness assessments, they are not "siloed". Rather,

they are complementary to each other. Synergies,

complementary relationships, and mutual benefits
may exist. Indeed, in most cases, the provisions of
the public sector/government IPv6 policies prevail,
meaning that any progress and achievements made
in the public sector should influence and catalyze the
private sector's efforts. This can be achieved thanks
to various instruments set out in government IPv6
policies and associated regulatory frameworks,
including incentive programs supporting the
purchase of products and solutions ready and
capable of operating in IPv6-only environments. The
other instrument is public procurement calls that are
open to actors in the private sector who are aligned
with government IPv6 policies, recommendations,

and interventions.
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On the other hand, private sector stakeholders region as they are targeting the same objective. The
whose primary focus is on profitable services should IPv6é Enhanced Council is developing an IPv6 regional
not ignore that business-to-government (B2G) deployment framework as a dedicated regional
services pose an opportunity to seize. This B2G platform for dialog and debate on critical issues
segment encompasses profitable use cases that can concerning |IPvb deployment. The primary goal is to
enlarge the market space of the IPv6-based products help regional stakeholders implement regional

and solution portfolios offered by private sector digital strategies, such as Arab Digital Strategy 2030
stakeholders. Note that some stakeholders and Digital Transformation for Africa (2020-2030)2,
(suppliers) in the marketplace specialize entirely in and to support individual countries in aligning their
the B2G market. national digital strategies with the regional one.

Indeed, APNIC statistics show that only 11 Arab and

The IPv6-driven digital transformation framework African countries have an IPv6 adoption rate of more

can be instantiated and trialed on various than 5%, whereas the worldwide average is 30%.

pilots/PoCs at country and regional levels (e.g., Arab This is why there is an urgent need to develop

region, Africa's four regions) through an IPv6 actionable and practical IPv6 frameworks, guidelines,

regional deployment framework. It can be and tools and to enact appropriate and coordinated

considered a design blueprint that is meant to government IPv6 policies in an attempt to close this

capture the requirements placed on IP networks and huge gap.

the challenges shared by all countries of a given

1 SR 5y | i =
= =101 16801600 15080
| .

2 The Digital Transformation Strategy for Africa (2020-2030)
https://au.int/en/documents/20200518/digital-transformation-strategy-africa-2020-2030

oldllie dvel udliliocdlilicl


https://v3.camscanner.com/user/download

Arab-Africa IPv6 Development White Paper @

Global IPv6 Development

With the rapid growth of the Internet and emerging
applications like loT, smart home, and industry
automation, the deployment of IPv6 has grown
significantly over the past 10 years. Given that IP is
the fundamental protocol of the Internet,
governments must take the lead in uniting all the
stakeholders: from user equipment vendors and
network device vendors to ISPs and content
providers. Therefore, both developed and emerging

countries have released industry policies to promote

the development of IPv6 and IPv6 Enhanced.

This chapter first introduces IPv6 as the global trend

of Internet development. It then analyzes the |Pv6

industry policies of some countries, including France,

the US, China, and India, and regional countries like
Saudi Arabia, the UAE, Egypt, and South Africa. The

goal is to illustrate what a policymaker can do to

accelerate IPv6 migration and to help ready a

country for the digital transition.
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3.1 IPv6: Global Trend of the Internet

3.1.1 Global IPv6 Deployment Status |

Many Internet bodies provide statistics regarding the

deployment status of |IPv6 around the world,

including Google IPv6 adoption, Akamai IPv6

adoption, Facebook IPve adoption, and APNIC, from

different perspectives and using different approaches.

In this section, we use statistics provided by the
French Regulator, ARCEP?, to build some ranking

diagrams.

We chose ARCEP because its methodology is based
on aggregation through a median (the arithmetic

average of the two central values) of the publicly

available data from those four sources (Google IPv6

adoption, Akamai IPv6 adoption, Facebook IPv6

adoption, and APNIC). This approach reduces the

"yo-yo" effect. The methodology involves comparing,

contrasting, and ranking the adoption of IPv6é among

the top 100 countries with the highest number of

In addition to this map, ARCEP also published
ranking tables per country and per region (11
regions). We can see that many countries where IPv6
was absent have started to enter the IPv6 world. The
Top 100 ranking serves as a valuable tool for
positioning each country in relation to others, as well
as for assessing the progress made and the speed at

which it has been achieved.

We use these statistics along with the guidelines we
developed in the IPv6 Enhanced Council (Section 5)
to help policymakers in Arab and African regions to
develop their IPv6 strategies, policies, and

deployment plans.

Since the World IPv6 Day event on June 8, 2011, the
deployment rate of IPv6 has increased significantly,

reaching close to 50% of the Internet by April 2023.
This coverage of nearly half of the Internet marks a

significant threshold or inflection point where the

benefits to society, industry, and the global economy

Internet users. These countries are determined based
on data from Wikipedia (as of February 6, 2023)4.

can be clearly observed.

Matiec 81, 11% ShodiTareda: DI Trdal i &1 11% |ilpr 31, 3033

The IPv6 usage statistics are derived from o
measurements performed at a content provider that i
systematically provides |Pv6-based services. The ::
statistics are regularly updated every two months, e
with data collected on the first Friday of even :
months. :3 _ |

The result is the published ARCEP interactive map
Figure 2 IPv6 adoption rate

depicted in Figure 2. It could be seen as a good
[Source: Google IPv6 Statistics, April 2023]

compromise.

3 ARCEP, https://carteipv6.arcep.fr/

4 Wikipedia, List of countries by number of Internet Users
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This is due to the joint efforts of equipment vendors,
application developers, standardization
organizations, content providers, and governments.
Some of the significant moves in the industry

include:

« 2012: Akamai, Facebook, and Netflix started |Pv6

services.

» 2016: Apple required iOS App Store apps to
support |IPv6-only networks.

» 2016: The IAB announced that it "expects that the
|ETF will stop requiring IPv4 compatibility in new or
extended protocols. Future |ETF protocol work will

then optimize for and depend on IPv6."

+» 2017: Facebook announced that all new data

center clusters would be IPv6-only.

» 2021: AWS announced the ability to create an

= Qa rcep Interactive map IPvé
- el ¥r
= L..r;i.:.-..
| Select a couniry =
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IPv6-only architecture on AWS. All GitHub pages
support |Pv6.

As of May 2022, 80% of user equipment, 42% of
metro/backbone networks, and 50% of clouds
support IPv6. There is no doubt that the value chain
of IPv6 is ready, and the Internet is embracing its
new generation of protocols. The IPv6 Enhanced
development is also growing rapidly — by April
2023, there were more than 160 SRv6 deployments

and more than 30 IP network slicing deployments.

However, the development among countries is
extremely unbalanced, as shown in Figure 3, Figure
4, and Figure 5. While some countries like India
(69.32%), France (63.43%), and the US (53.22%)
have a high IPv6 adoption rate, many others,
especially those in Africa, have very limited IPv6
deployment. We can see that the countries with

developed ICT industries tend to have higher IPv6

adoption rates.

¢ Baock to the IPvé barometer }

=50
=
>40%
2 30y
» s
» 1%
« §%

Coundnies oulside T top 100
couminies by numbey of Infernel Users

v 2000k
Leahets | & OpenSeetitap conifbutors & CARTO

Figure 3 IPv6 adoption rate by country [Source: ARECP, April 2023]
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